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Configuring SQLServerto use Static
Ports in Windows 7

-
TCP/IP Properties M
IF Addresses
= 1pa -
Active Yes
Enabled Mo
IP Address 192168.218.1
TCP Dynamic Ports 0
TCP Port
= 1po
Active Yes
Enabled Mo
IP Address fed0::ddi3:874e:39eb:25be%:22
TCP Dynamic Ports 0
TCP Port
B pan
TCP Dynamic Ports [
TCP Port 32001 E
TCP Port
TCP port
OK || cCancel || ooy || Heb

If whentrying to connect two stationsfter the firewall and network have both been configured, but the
computers are not syncing it might be helpful to run sql server on a static port.
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Server Station Setug Configuring Static Ports

This section will go through the steps required to camfigSQL Server on the server machine.

1. SelectStart

Computer

Open
Control Panel '@' Manage

Devices and F Map network drive... 2. Rightclick onMy Computerand select
Disconnect network drive... Manage

Default Progr
v Show on Desktop

Help and Sup Rename

Properties
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& Computer Management

File Action View Help

e« B EE EE

3 Computer Management (Lo|| Protocol Name Status Actions

4 m: System Tools %~ Shared Memory Enabled Protocols for SQLEXPRESS -
> @ Task Scheduler N 4 i Enabled
> @ Event Viewer ¥~ Named Pipes nave Maore Actions »
> 3‘%‘ éh:fred Folders N Enable e "
» (%) Performance Disabl

- e Maore Actions »

=5 Device Manager

Properties

a 25 Storage
=4 Disk Management
::-:; Services and Application:

. Help

L Services
&5 WMI Control
4 @ SQL Server Configura
E SQL Server Servicy
_E SQL Server Metwo
> % SQL Mative Client
4 E SQL Server Netwo
E‘F Protocols for |
Ef Protocols for
> B SOL Native Client

4| n | *

Opens the properties dialog box for the current selection.

ook w

Select thet sign next toServices and Applications
Select thet sign next toSQL Server 2005 Network Configuration
SelectProtocols for PCAMERIC{ubstitute PCAMERICA with the named instance of SQL you are working with.)

Rightclick on the followingprotocoland selecProperties
1 TCPI/IP
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TCP/IP Properties [ 2 |
IP Addresses
B 1prs -
Active Yes
Enabled Mo
1P Address 192.168.2158.1
TCF Dynamic Ports u]
TCP Port
B 1po
Active Yes
Enabled Mo o - e . N
IP Address feB0::dd03:874e:39eb:25be%:22 7. { ONZ tt R2 é §/ Tai 20U Kgy ('1
TCP Dynamic Parts 0 oHnnam FT2NJ GKS ¢/t t2
TCP Port Make sure TCP Dynamic Ports is left blank
B 1pan
TCP Dynamic Ports |:‘
TCP Port 32001 o
TCP Port
TCF port
OK || Cancel || oy || Heb

[ Warning ﬁ

'“‘-.I Any changes made will be saved; however, they will not take effect until
' the service is stopped and restarted.

8. Youwill receive an error message stating that the changes will not be committed until the service has been restarted,
9. SelectOK

10. We will nowhave to restart the service.
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;5. Computer Management

File Action View Help

E SQL Server Service
_E SQL Server Metwol
b & SQL Mative Client
3 _E SQL Server Metwol
b 2 SQL Mative Client

‘ n N T

&= H0EzHE®® O
2 Computer Management (Lov | Name State Start Mode Log On As Process ID 5[] Actions
“ m System Tools ﬁSQL Server.. Running Automatic LocalSystem 1136 SQL Server Services -
" @ Task Scheduler 55, 5QL Serveg — Automatic LocalSystem 3128
3 @ Event Viewer Start i = More Actions 4
I ga| Shared Folders Stop SQL Server (SQLEXPRESS) "
[ @ Performance
=) Device Manager Pause More Actiens 3
a g Storage Resume
= Disk Management Restart
4 [ Services and Application
; Services Properties
& WMI Control Help
a @ 5QL Server Configura

Restart (stop and then start) selected service.

11. SelectSQL Server 2005 Servicasd then rightclick on the following services and sel&wdstart
1 SQL Server (PCAMERICA)
1 SQL Server Browser
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Server Station Setug Configuring Firewalls

YouwillnowneedtoopenpodH nnm 2y Fft AyadltfSR FANBglItfasz
on the Windows Firewall, but the process should be repeated for other third party firewall
software

=
w»

1. SelectStart

Control Panel 2. SelectControl Panel

@@-[@ » Control Panel » ~ [#3][ seareh Contre Panet ol

=

Adjust your computer’s settings View by: Category

System and Security

Review your computer's status

Back up your computer [ System and Security
Find and fix problems | View and change system and securil
status, back up and restore fileand ~ pearance and Personalization
system settings, update your ge the theme

computer, view RAM and processor  § e deskiop background

speed, check firewall, and more.

User Accounts and Family Safety
Add or remove user accounts
up parental controls for any user

Network and Inter:
View network status and
Choose and

t screen resolution

b A Cioc Language and Regon 3. SelectSystem and Security

Change keyboards or other input methods

Add a device J

Connecttoaprojector #FW EFase of Access

Adjust commonly used mobility settings U Let Windows suggest settings
Optimize visual display

Programs i e

Uninstall a program

@@-\!@, } Control Panel » System and Security » + [ 43| [ Search Control Panel )

=

Control Panel Home

System and Security
Network and Intemet

Hardware and Sound

Pragrams

User Accaunts and Family Windows Firewall

Safety jiB& System| setfrewl securiy options o help

P i = View amo| protect your computer from hackers peck the Windows Experience Index

Poconlisation &) Allow { 2nd malicious software. omputer B Device Manager

Clack, Language, and Region ‘-q‘ Windows Update ) ]

Ease of Access . Tum automatic updating on or off | Check for updates | View installed updates 4. SelectWindowsFirewall

Action Center
Review your computer's status and resolve issues

& Change User Account Control settings | Troubleshoot common computer problems
Restore your computer to an earlier time

ﬁ Windows Firewall
Check firewsll status_|_Allow a program through Windows Firewall

\@ Power Options
Change battery settings | Require 2 password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

Backup and Restore
Back up your computer | Restore files from backup

‘Windows Anytime Upgrade

Get more features with a new edition of Windows 7

Administrative Tools
Free up disk space | Defragment your hard drive
8 Create and format hard disk partitions | &) View event logs | # Schedule tasks

Flash Player (32-bit)
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Py )

@U @ » Control Panel » System and Security » Windows Firewall

~ [ 42 ][ Search Control Panel

2|

Control Panel Home
Allow 2 program or feature
through Windows Firewall

@) Change notification settings

@) Turn Windows Firewall on or
off

Restore defaults

Advanced settings

Troubleshoot my network

Seealso
Action Center
Network and Sharing Center

Help protect your computer Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network,
How does a firewall help protect my computer?

What are network locations?

MNetworks at home or work where you know and trust the people and devices on the network

@ Home or work (private) networks

‘Windows Firewall state: On

Incoming connections: Block all connections to programs that are not

on the st of allowed programs

Active home or work (private) networks: il YONKERS

Motification state: Motify me when Windows Firewall blocks a new

program

. '@ Public networks

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not

on the list of allowed programs

Active public networks: Unidentified network

Connected ()

Connected "

o -

5. SelectAdvanced Settings

i Windows Firewall with Advanced Security

Eile  Action
| n

View Help

¥4 Connection Security Rules
» B Monitering

< . »

Name
@ Windows Media Player Network Sharing
@ Windows Media Player Network Sharing
@ Windows Media Player Network Sharing
@ Windows Media Player Metwork Sharing
@ Windows Media Player Network Sharing W Filter by Group
@ Windows Media Player Network Sharing View

@ Windows Media Player Metwork Sharing & Refresh
@ Windows Media Player Network Sharing

(@ Windows Mobile-based Device Connect || = Export List..
(@ Windows Peer to Peer Collaboration Fo. Help

@ Windows Peer to Peer Collabaration Fou
@ Windows Peer to Peer Collaboration Fou
@ Windows Peer to Peer Collaboration Fou
Windows Remote Management - Comp

S Filter by Profile
7 Filter by State

WTerrent (TCP-In)
Disable Rule

Cut

@ Windows Remote Management - Comp
@ Windows Remote Management (HTTP-1
@ Windows Remote Management (HTTP-]_ || % Delete
(@ Wireless Portable Devices (5SDP-In) [] Properties
@ Wireless Portable Devices (UPnP-In)  — Help

2 Copy

A

< [om r

vy v v -

New Rule...

Rule Type

Steps:
Rule Type

-
@ Protocol and Ports
@ Action
@ Profile
*

Name

6. Selectinbound Rules

7. Selech §¢ wdzt S X

&8 New Inbound Rule Wizard IQ

Select the type of firewall ule to create.

Wihat type of ule would you like to create?

Rule that cortrols connecions for a program

Port
Rule that controls connections fora TCP or UDP port

Connectto a Network Projector
Rule that cortrols connections for a Windows experience

Custom
Custom e

Leam more about le types

< Back

8. SelectPort, then selectNext
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Protocol and Ports
Speciythe protocols and ports to which this rule applies. I
Steps:

Rule Type Doss this rule apply to TCP or UDP?
Protocol and Ports
Action

- 9. SelecfTCPas the port type

Name

¢« & & & &

= 10. SelectSpecific local portsand then enter32001

Example: 80. 443. 5000-5010

11. SelectNext.

Leam more aboutt pratacol snd ports

<Back  |[ Ned> || Cancel

o L R =

Action
Speciythe action to be taken when a connection matches the conditions specified in the ruls

Steps: I
® Rue Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports )
) @ Allow the connection
L) GBI This includes connections that are protected with IPsec as well as those are nt.
o Profle .
N ) Allow the connection if it is secure
@ fHeme This includes only connections hat have been authenticated by using IPsec. Connections
il be secured using the sattings n |Psec proparties and rules in the Connection Securty
Rule nods

12. SelectAllow the connection then seleciNext

) Block the connection

Leam more about actions

<Back |[ MNea> |[ Cancel

& s L R =

Profile
Speciy the profiles for which this nle applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
@ Profle Applies when a computer is connected to its corporate domain
@ Name Private . .
e TR e T S 13. Check where the rule will apply (in most cases
i select all of the listed options).

Applies when a compter is connected to 3 public network location

14. SelectNext.

Leam more about profiles

<Back |[ MNea> |[ Cancel
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(TR =)

Name

Specfy the name and descrption of this rule. I

Steps:
@ Fule Type

@ Protocol and Ports

@ Action
@ Frofie Lame:
5L Ststic
@ Name
Desciption (aptional)

SQL Static Port for pcAmerica

<Back  |[ Emsh | [ Cancel

15. Enter aNameand optionally eDescription

16. When finished seledtinish

T =

File Action View Help

& Windows Firewall with Advancd e | Actions

onnection Security Rules
& %, Monitoring

@ Windows Media Player Network Sharing

@ Windows Media Player Network Sharing
@ Windows Media Player Network Sharing
@ Windows Media Player Metwork Sharing
@ Windows Media Player Network Sharing
(@ Windows Mobile-based Device Connect
(@ Windows Mobile-based Device Connect
(@ Windows Mobile-based Device Connect
(@ Windows Mobile-based Device Connect
@ Windows Peerto Peer Collaboration Fou
@ Windows Peer to Peer Collabaration Fou
@ Windows Peer to Peer Collaboration Fou
@ Windows Peer to Peer Collaboration Fou
@ Wireless Portable Devices (SSDP-Out)

(@ Wireless Portable Devices (TCP-Out)

(@ Wireless Portable Devices (TCP-Out)

@ Wireless Portable Devices (UPnPHost-O1

|

=

T Filter by Profile
7
7

Filter by State
Filter by Group
View

Refresh

Export List.

Help

@ Wireless Portable Devices (UPnP-Out)

Name Outbound Rules -
Windows Media Player Network Sharing

v v v v

< i ||« [ b

17. SelectOutbound Rules

18. Selech S ¢ wdzf S X

—
§# New Outbound Rule Wiza ‘

Rule Type
Select the type of firewall ule to create.

Steps:

@& Rule Type What type of e would you like to creats?

@ Protocol and Ports

@ Action Program

@ Frofle Rule that controls connections for a program,
@ Name @ Port

Rule that controls connections fora TCP or UDP port.

Predefined:
Connectto @ Network Projector

Custom
Custom e

Leam more about rule types

Rule that controls connections for a Windows experience.

< Back

Next >

Cancel

19. SelectPort, then seleciNext
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Protocol and Ports
Speciythe protocols and ports to which this rule applies.

Steps:

@ Fuls Type Does this rule apply to TCP or UDP?
& Protocol and Ports @ TCP

@ Action ) uppP

@ Profile

@ Name

Doss this rule apply to all emete pots or specific remate ports?

32001
Example: 80. 443. 5000-5010

Leam more aboutt pratacol snd ports

e |

¢ New Outbound Rule Wizard i

<Back |[ MNed> || Cancel

20. SelectTCPas the port type
21. SelectSpecific local portsand then enter32001

22. SelectNext

Action

Speciy the action to b taken when = connection matches the condiions specified in the ruls

Steps:
® Ruie Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports )

) @ Allow the connection
L 53 This includes connections that are protected with IPsec as well as those are nt.
o Profle .

) Allow the connection if it is secure

@ Name

will be secured using the settings in |Psec propetties and nles in the Connedtion Security
Rule node

Leam more about actions

@F New Outbound Rule Wizard i

This includes only connections that have been athenticated by using IPsec. Connections

[y

<Back |[_ MNed> |[ Cancel

23. SelectAllow the connection then seleciNext.

Profile
Speciythe profiles for which this rUle applies

Steps:
@ Rule Type Vihen does this nule apply?

@ Protocol and Ports

@ Action Domain
o Profie Applies when a computer is connected to fts corporate domain
@ Name Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is cannected to a public network location.

Leam more about profiles

i New Outbound Rule Wizard i

=)

24. Check where the rule will apply (in most cases
select all of the listed options).

25. SelectNext
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— o
& New Outbound Rule Wizard i ===
Name
Specythe rame and descrption of this e
Steps:

@ Fule Type

@ Protocol and Ports

@ Action
@ Profie e
> Name SQL Static
(5 S Pt ptrtn 26. Enter aNameand optionally Description

27. When finished seledtinish

<Back || Emsh | [ Cancel
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Server Station Setup Testing the Connection

We will want to run a simple test to verify that everything is setup correctly.

1. SelectStart

cmd # 2. Type inCMDandpressEnter.

B C:\WINDOWS\system32\cmd. exe - ﬂ

Microsoft Windows HP [Uerszion 5.1.26081]
(C» Copyright 1985-20P1 Microsoft Corp.

H:~>zglcmd -5 SERUVERNAME.32881 -U sa -P pcAmerica
il

3. Type the following command (substituting the name of the server computer you are working with the one in the exan

4,

il

5

sglcmd-S SERVERNAME,32001sa-P pcAmerlca

2dz AK2dzf Ry 2NRaYS 3 1A Fa SOSNRBUGKAYI A& 62NJAy3T O2NNBOI
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ClientStation Setup

¢tKAada aSOlA2y RSAONAROGSaAa K2g G2 aSi dzLd 282dz2NJ Ot ASy
the Windows Firewall exceptions, testing the remote connection, then setting up CRE itself.
There is no need to set up any SQL Sese#iings on the client with direct connect method.

Configuring Firewalls

2dz 6Aff y26 ySSR (2 2Ly LBRNI ownnm 2y FEf Ayadltt

Windows Firewall, but the process should be repeated for other third parwéll software

1. SelectStart

| Control Panel

2. SelectControl Panel

G E =5 conolpenel »

~ [ 43| [ Search Contral Pane! o]

Adjust your computer’s settings

iy  System and Security
?\9 Review your computer's status
' Back up your computer [ System and Security
Find and fix problems

Network and Inter:
@i View network status and

<. Choose p and

system settings, update your

speed, check firewall, and more.

View and change system and security e
status, back up and restore fileand ~ pearance and Personalization

computer, view RAM and processor

Viewby: Category ~

User Accounts and Family Safety
#) Add or remove user accounts
up parental controls for any user

ge the theme
ge desktop background

/ Hardware and Sound
%‘ View devices and printers g
Add a device J
Connect to a projector T
Adjust commonly used mobility settings \@
L

E=7  Programs
h“ Uninstall a program

st screen reselution
Clock, Language, and Region
Change keyboards or other input methods

Ease of Access
Let Windows suggest settings
Optimize visual display

3. SelectSystem and Security
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~[4][

@@v\ﬁ » Control Panel » System and Security »

2|

Control Panel Home Action Center

¥ Review your computer's status and resolve issues
& Change User Account Control settings
Restore your computer to an earlier time

* Windows Firewall
Check firewall status | Allow a program throu
Windows Firewall
L!‘- System| set firewall security options to help
> View amo| protect your computer from hackers peck the Windows Experience Index
and malicious scftware. -

System and Security g
Troubleshoot common computer problems
Network and Intemet

Hardware and Sound

Programs h Windows Firewall

User Accounts and Family

Appearance and

P ) Allow omputer | ) Device Manager
Clock, Language, and Region ‘;]’ Windows Update
Ease of Access el Tum automatic updating on or off | Check for updates | View installed updates

Power Options
Change battery settings | Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

Backup and Restore

Back up your computer | Restore files from backup

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

Administrative Tools
Free up disk space | Defragment your hard drive
[ Create and format hard disk partitions | @ View event logs

) Schedule tasks

Flash Player (32-bit)

4. SelectWindows Firewall

@Qv\ﬂ » Control Penel » System and Security » Windows Firewall BRE

Control Panel Home

Help protect your computer Windows Firewall

Allow @ program of feature

Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall

computer through the Internet or a network,

&) Change notification seitings How does a firewall help protect my computer?

@) Turn Windows Firewall on or What are network locations?
off

. @ Home or work (private) netwarks Connected "

Restore defaults

Advanced settings

Troubleshoot my network

Networks at home or work where you know and trust the people and devices on the network

‘Windows Firewall state: On

Incoming connections: Block all connections to programs that are not

on the list of allowed programs
Active home or work (private) networks: i vONKeRs

Notification state:

Metworks in public places such as airports or coffee shops

Notify me when Windows Firewall blocks a new
program

@ Public networks Connected ()

Windows Firewall state: oOn
Seealso
Incoming connections: Block all connections to programs that are not
Action Center on the list of allowed programs

Network and Sharing Center

Active public networks: Unidentified network

5. SelectAdvanced Settings

@ Windows Firewall with Advanced Security

File Action View Help

|

Name

el inbound Rules
g2 Inbound Rules —‘

By Connection Security Rules

@ Windows Media Player Metwork Sharing

» %, Monitoring @ Windows Media Player Network Sharing |7 Firrer oy Profile
@ Windows Media Player Network Sharing -
@ Windows Media Player Network Sharing Filter by State
@ Windows Media Player Network Sharing W Filter by Group
@ Windows Media Player Network Sharing View
Windows Mediz Player Network Sh
@ Windows Media Player Network Sharing B Refresh
@ Windows Media Player Network Sharing
(@ Windows Mobile-based Device Connect || = Export List..
@ Windows Peerto Peer Collaboration Fou Help
@ Windows Peer to Peer Collabaration Fou
@ Windows Peer to Peer Collaboration Fou || HISMENE (ICRIn)
(@ Windows Peer to Peer Collaboration Fou ¥ Disable Rule
@ Windows Remote Management - Comp & cu
@ Windows Remote Management - Comp ||
15 Copy
@ Windows Remote Management (HTTP-1
@ Windows Remote Management (HTTP-]_ || % Delete
@ Wireless Portable Devices (SSDP-In) [2] Properties
(@ Wireless Portable Devices (UPnP-In) Help
O i v [« m v

vy v v -

New Rule...

6. Selectinbound Rules

7. Selecbh $¢ wdzt S X
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Rule Type
Select the type of firewall ule to create.

Steps:
@ Rule Type Wihat type of ule would you like to create?

@ Protocol and Ports

@ Action Program

@ Profile Rule that controls connections for a program
@ Name Port

Rule that corirols cennections for @ TCF or UDP port.
Connect o @ Network Projector
Rule thet cortrols connections for a Windoms experience

() Custom
Custom nule.

Leam more about nle types

< Back MNext > Cancel

@ New Inbound Rule Wizard

8. SelectPort, then seleciNext.

Protocol and Ports
Speciythe protocols and ports to which this rule applies.

Steps:
& e Type Doss this rule applyto TCP or UDP?
 Protocal and Ports cP

@ Action © uop

@ Profie

@ Name

22001
Brample: 80, 443, 50005010

Leam more about protacel and ports

T T =]

<Back |[ MNed> |[ Cancel

9. SelectTCPas the port type

10. SelectSpecific local portsand then enter32001

11. SelectNext

Action
Speciy the action to be taken when a connection matches the conditions specified in the uls

Steps:

o Fule Type What action should be taken when a connection matches the speciied conditions?

@ Protocol and Ports )

) @ Allow the connection
L) LB This includes connections that ars protected with IPsec as well as thoss are ot
@ Profle
. Allow the connection if it is secure

@ Name This includes only connections that have been autherticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Fule node.

&) Block the connection

Leam more about actions

& s L T ==

<Back |[ MNea> |[ Cancel

12. SelectAllow the connection then selectNext.
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Profile
Speciythe profiles for which this rule applies.

Steps:
@ Rule Type Vilhen does this rule apply?

@ Protocol and Ports

@ Action Domain

» Profile Applies when a computer is connected to its corporats domain
@ Name Private

S T S T 13. Check where the rule will apply (in most cases
hule select all of the listed options).

Applies when a computer is connected to a public networik location.

14. SelectNext.

Leam more about profiles

<Back  |[ Ned> || Cancel

T T =]

Name

Specfy the name and descrption of this rule. I

Steps:
@ Rule Type
@ Frotocol and Farts

@ Action

@ Profie Hame
SaL Static
-

Name

Desciption (optional).

o T rem— 15. Enter aNameand optionally eDescription

16. When finished seledtinish

<Back |[__Fnsh | [ Cancel

‘ ‘Windows Firewall with Advanced Security

File  Action
| n

& Windows Firewall with Advancd [l LT | Actions
-

Name Outbound Rules -
emecen Secotity Rules || @ Windows Media Player Network Sharing

Windows Media Player Network Sharing |5
@ Windows Media Player Metwork Sharing
@ Windows Media Player Network Sharing
@ Windows Media Player Network Sharing || W Filter by Group
@ Windows Media Player Network Sharing View

(@ Windows Mobile-based Device Connect
(@ Windows Mobile-based Device Connect

(@ Windows Mobile-based Device Connect || = ExportList.. R .

(@ Windows Mobile-based Device Connect Help v

@ Windows Peer to Peer Collaboration Fou @ 18 SeIeCIb S g w dZt S X
(@ Windows Peer to Peer Collaboration Fou
@ Windows Peer to Peer Callabaration Fou
@ Windows Peerto Peer Collaboration Fou
® Wireless Portable Devices (SSDP-Out)

@ Wireless Portable Devices (TCP-Out)

(@ Wireless Portable Devices (TCP-Out)

@ Wireless Portable Devices (UPnPHost-O1|
@ Wireless Portable Devices (UPnP-Out)  ~
< m L3 4 [} 13

& B, Monitoring Filter by Profile

N Filter by State

17. SelectOutbound Rules

v v v v

@] Refresh
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Rule Type
Select the type of firewall ule to create.

Steps:
@ Rule Type Wihat type of ule would you like to create?

@ Protocol and Ports

@ Action Program

@ Profile Rule that controls connections for a program
@ Name Port

Rule that controls connections fora TCF or UDF port.

Connect o @ Network Projector
Rule thet cortrols connections for a Windoms experience
) Custom
Custom rule

Leam more about nle types

< Back

Next >

Cancel

_ ‘
o e =

Protocol and Ports
Speciythe protocols and ports to which this rule applies.

Steps:
Rude Type Does this rule apply to TCP or UDP?

Protocol and Ports

Action

Profile

e & & & &

Name
Doss this rule apply o all remate pots or specilic remate ports?

) All remote ports

19. SelectPort, then selecNext.

Specific remote ports: 32001
Example: 80, 443, 5000-5010

Leam more about protacel and ports

< Back

J[ x> ][

Cancel

— o
@ New Outbound Rule Wizard i o]

Action
Speciythe action to be taken when a connection matches the conditions specified in the ruls

20. SelectTCPas the port type
21. SelectSpecific local portsand then enter32001

22. SelectNext

Steps:
o e Tyoe What action should be taken when a connection matches the specified condions?
@ Protocol and Ports )

- @ Allow the connection
L) LB This includes connections that ars protected with IPsec as well as thoss are ot
o Profle

Allow the connection if it is secure

@ Name

This includes only connections that heve been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and nles in the Connection Security

Rule node:

(@) Block the connection

Leam more about actions

23. SelectAllow the connection then seleciNext.
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Profile
Speciythe profiles for which this rule applies.

Steps:

@ Rule Type Vilhen does this rule apply?

@ Protocol and Ports

@ Action Domain

» Profile Applies when a computer is connected to its corporats domain
@ Name Private

Applies when a computer s Gonnected to 3 private network location

Public
Appiies when a computer is cannected to a public network location.

Leam more about profiles

<Back || Ned> || Cancel

24. Check where the rule will apply (in most cases
select all of the listed options).

25. SelectNext

_ ‘
o e =

Name

Specfy the name and descrption of this rule.

Steps:
@ Fule Type
@ Protocal and Pors

@ Action

@ Profie Hame
SaL Static

@ Name

Desciption (optional).
SQL Static Port for pcAmerica

<Back  |[ Fnsh | [ Cancel

26. Enter aNameand optionally éDescription

27. When finished seledtinish
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Server Station Setup Testing the Connection

We willwant to run a simple test to verify that everything is setup correctly.

1. SelectStart

cmd # 2. Type inCMDandpressEnter.

B C:\WINDOWS\system32\cmd. exe - ﬂ

Microsoft Windows HP [Uerszion 5.1.26081]
(C» Copyright 1985-20P1 Microsoft Corp.

H:~>zglcmd -5 SERUVERNAME.32881 -U sa -P pcAmerica
il

3. Type the following commands(ibstituting the name of the server computer you had set up in the previous section, NC
computername you are currently on, we want to check REMOTE connectionf here

4,

il

5

sglcmd-S SERVERNAME,32001sa-P pcAmerlca

2dz aK2dzg Ry 2LoNRAYA 3 A Ta SOSNBGKAY3 Aa $2NJAy3 O2NNBOI
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CRE/RPE Settings

Note: The following settings must be completed looth stations.

a5 Cash Register Express

File

Select Business Type
Select Database

StorefSkation Setup

Database Maintenance  k

b

ml_.a._m_-_

Crder Filling
Caller ID
Security

Backup Database
Check Database

Clear Database
Convert Database
Festore SOL Database
‘iew Database Settings

1. OpenCRE/RPE

2. SelectFilethen Database Maintenancand finallyView
Database Settings

Enter your administrator password (if applicable).

Server Name

Database Name

Instance Name

Only Advanced Users Should Change Their Database Settings

SERVERNAME, 32001

cresql

PCAMERICA

User Name sa
Password i

[7] Use Trusted Connection with Windows Authentication

©) Access @ MS saL

Test My Login Info

Get My Computer Name

3. Enter the following Information:
1 Server Name: SERVERNAME (substitute SERVERNAMEdomher name of the server computer you are

working with)

Database NameEnter the Database Name (defaultresq).

Instance Name: Enter the Instance Name (default = PCAMERICA).
User Name: sa
Password:Enter the Password for the Instance entered above (defapttAmerlca

=a =4 —a -8

4. SelectDone

If the stations are still not connectetiere are some things to keep in mind: Make sure SQL is set to allow
remote connections, and that it is set to use a statictpdake sure any and all firewalls or other port
blocking software has the appropriate exceptions. Finally, make sure you can connect remotely using
SQLCMD before making any changes in CRE/RPE.

20|Page




